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When Bad Things Happen to Good Laws: Fighting Spam
With the Law of Trespass and Other Novel Approaches
By Evans C. Anyanwu

Introduction
Many Americans waste valu-

able time each day deleting e-
mails advertising free Viagra, free
doctorate degrees, and the oppor-
tunity to become rich by assisting
a wealthy Nigerian to smuggle
millions of dollars to America.
The majority of Americans are
cyber citizens, part of a commu-
nity whose members receive an
average of over 2,200 unsolicited bulk e-mails per year.1
The act of sending unsolicited e-mails in bulk is called
“spamming,” and the unwelcome messages are called
“spam.”2 Spamming, which accounts for 40% of global e-
mail traffic,3 is appealing precisely because it is cheap.
Unlike traditional direct mail solicitation whereby the
sender incurs thirty-seven cents per envelope, the spam-
mer’s only investment is the approximately thirty dollars
she pays to the Internet Service Provider (ISP) for an e-
mail account. The spammer bears basically the same cost
for sending one unsolicited e-mail as she would for
sending one million. While the cost to the spammer is
minimal, the cost to consumers and ISPs is immense. 

This article focuses on two legal approaches to com-
bating spam: (i) trespass to chattels and (ii) trademark.
This article will review and critique the main cases that
have formed, what I consider, the “neo-trespass to chat-
tels doctrine.” In addition, this article will show that the
misapplication of the trespass to chattels doctrine has
drastically (and excessively) morphed the law of tres-
pass. This article concludes by positing the dangers
inherent in recent developments of the law of trespass.

Consumers
According to the SpamCon Foundation, an organiza-

tion dedicated to the protection of “email as a viable
communication and commerce medium,”4 the costs of
spam, for cybercitizens, are “diversion of time, loss of
productivity and loss over their online privacy.”5 Spam-
Con, citing a 1998 Washington State Commercial Elec-
tronic Messages Select Task Force Report, declares that
“between $2-3 of a consumer’s monthly Internet bill is
for handling spam.”6 Further, for consumers that access
the Internet on a per-minute ISP service, the extra time
needed to delete spam becomes expensive.7 For the blind
or visually impaired, who use speech-synthesis appara-
tuses, spam may have a disproportionate impact, in that
the time it takes to distinguish spam from real e-mail
imposes an undue burden.8

ISPs
The Gartner Group reports that 7% of Internet users

that switch from one ISP to another do so because of
spam, which results in the loss “of more than $250,000
per month for an ISP with 1 million subscribers.”9 Addi-
tionally, America Online estimated that it dedicates
between 5% and 30% of its e-mail server time to han-
dling spam.10 The overall effects of spam cost Americans
an estimated $8.9 billion dollars annually.11

The Government’s Response
Many states have implemented measures to combat

spam. Presently, twenty-seven states have anti-spam leg-
islation.12 Almost all of the states with anti-spam laws
make it illegal to send unsolicited e-mails with false rout-
ing information, a common practice.13 Seven of these
twenty-seven states also make it illegal to disobey an
ISP’s spam policy.14 As with false routing information,
violations of ISP spam policies still persist. 

Recently, Virginia enacted what is considered “the
toughest move to date against [spam].”15 Under the
newly enacted Virginia law, anyone who intentionally
sends over 10,000 deceptive e-mails in a day or 100,000
in a month may be imprisoned for one to five years and
subject to loss of money or property connected with the
solicitation.16 Virginia’s new law will not end spam, but
if adopted and enforced by other states, it will likely cur-
tail the number of unsolicited e-mails.

On the federal level, although many proposals have
been presented, anti-spam legislation has yet to be enact-
ed. On April 10, 2003, however, Montana Senator Conrad
Burns and Oregon Senator Ron Wyden introduced what
may be a promising anti-spam bill.17 The bill will man-
date that marketers provide legitimate return addresses
with their solicitations and honor requests to be removed
from mailing lists.18 In addition, New York Senator
Charles Schumer recently introduced a bill to impose
criminal penalties for spamming and to create a national
e-mail registry for those who do not want to receive
spam.19 Thus far, though, the federal government has not
been successful in the war against spam. As reported in
an April 5, 2003 New York Times article, even the military
has found it difficult to stop spam from infiltrating its
servers.20 As the chief executive of an anti-spam software
company that services the military remarked, “spam is
bad enough when you’re here in the States on a high-
speed connection. . . . It’s painful when you’re in the
middle of a war.”21
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The Non-Commercial Trespass to Chattel
On April 2, 2003, the California Supreme Court

heard oral arguments in a case involving Kenneth
Hamidi, a former employee of Intel Corporation. Hamidi
ended his employment with the company after a dis-
agreement concerning a work-related injury.39 Shortly
after his employment with Intel, Hamidi started a cam-
paign against his former employer under the auspices of
FACE-Intel (Former and Current Employees of Intel).40

As part of his campaign tactics, Hamidi sent six e-mails
within the span of three years to approximately 30,000
Intel employees.41 Intel, like CompuServe, convinced the
court that, once Hamidi had been given notice that his e-
mails were not welcomed, subsequent transmissions con-
stituted trespass to chattel.42 Unlike CompuServe, how-
ever, Intel “could not claim that it lost customers from
the transmission, since it is not in the business of provid-
ing Internet access. But it could claim that the company
was injured due to the time and effort spent attempting
to block the messages.”43 Two lower courts have thus far
sided with Intel, and a decision from the California
Supreme Court is anticipated later this year.

The Latest Extra-Legal Approach to
Combating Spam

On March 28, 2003, Habeas, an anti-spam company,
announced that it filed two law suits in federal court in
San Jose, California.44 In contrast to CompuServe and
Intel, however, Habeas’ spam suit does not rest upon a
trespass to chattels argument, but rather under copyright
and trademark law. Habeas was founded in August of
2002 with a novel approach to fighting spam.45 The
Habeas software, used by many ISPs and spam filtering
software, “includes a copyrighted haiku poem, known as
a warrant mark, in e-mail headers. With the Habeas serv-
ice, emailers must agree to abide by Habeas’ e-mail rules
to send out mailing with the Habeas warrant. Those vio-
lating the warrant are liable for prosecution.”46 Accord-
ing to Business Week Online, “Habeas’ approach is one of
the latest in an innovative string that includes pay-per-
message plans, limits on outgoing messages, and a con-
cept that forces people to donate money to charity if they
want to reach a recipient.”47 Habeas is suing Intermark
Media (a financial services company) and Avalend, its
affiliate.48 The suit claims that “the companies included
the Habeas mark in their e-mails to ensure the messages
got through.”49

The Problem with the Judicial Approach to Spam
E-mail marketing is an extremely lucrative field. For-

rester estimates that spending on e-mail marketing will
grow from $1.3 billion in 2001 to $6.8 billion in 2006.50

Jupiter Media Metrix projects even faster growth, from
$1 billion in 2001 to $9.4 billion in 2006.51 The cost versus
benefit analysis that a spammer conducts, for now, will
always favor the continuance of spamming. State law

The Private Sector’s Success
For ISPs, spam results in lost profits. Therefore, ISPs

have waged a vigilant effort against spammers. Initially,
for the ISPs, the dearth of adequate statutes and judicial
precedent presented a difficult hurdle in dealing with the
cyber nuisance of spam. Consequently, ISPs, spearhead-
ed by CompuServe, found success in using the common
law doctrine of trespass to chattels against spammers.22

Chattel is personal property, not to be confused with
intellectual or real property.23 Trespass to chattels occurs
when there is a “direct and immediate intentional inter-
ference with a chattel in the possession of another.”24

Further, the use of another’s property must be substan-
tial,25 meaning a use that causes real harm or grave
infringement of rights or interference with the chattel
which dispossesses harms or interferes with one’s use of
the chattel in a substantial way or period of time.26 The
trespass to chattels doctrine has been very successful in
litigation involving spam, and the leading case is
CompuServe v. Cyber Promotions.27

In CompuServe, Cyber Promotions spammed Compu-
Serve servers by sending unsolicited bulk e-mails to
thousands of CompuServe customers.28 According to
CompuServe, many of its subscribers complained about
the spam, and many demonstrated their unhappiness by
canceling their service with CompuServe.29 Furthermore,
CompuServe brought forth evidence to prove that Cyber
Promotions had notice that its activities were unwel-
come.30 In building its case against Cyber Promotions,
CompuServe relied on Thrifty-Tel v. Bezeneck, the first
case to use trespass to chattels in the context of electronic
medium.31

In Thrifty-Tel, a long distance phone operator sued
the parents of two minors who hacked into the opera-
tor’s telephone system.32 The children, after manually
accessing the long distance codes by random guesses,
used software that automated the process for them.33

Even though the original claim against the parents was
brought under a conversion theory, the court, sua sponte,
substituted a trespass to chattel theory, concluding that
accessing electronic access codes constituted trespass.34

Consequently, the common law’s contingency of tangible
appropriation for trespass to chattel was abandoned and
in its place arose the precept that electronic signals are
“sufficiently tangible to support a trespass cause of
action.”35

Although Cyber Promotions maintained that tres-
pass had to amount to a physical dispossession,36 the
court in CompuServe disagreed, finding that possession
was not necessary.37 Further, the court found that the
damage to CompuServe’s “good will” and the demand
that Cyber Promotions’ e-mails placed on CompuServe’s
servers were legally protected interests that were
harmed.38
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has not been adequately tailored to combat spam, and,
although there has been success by the private sectors in
using trespass to chattels, these are only limited gains.
Laws that predate the information age were created to
handle tangible issues, and were not crafted to contend
with this type of technological change. This sentiment
was expressed in an amicus brief filed in the Hamidi case
by Professors of Intellectual Property and Computer
Law. In their brief, the Professors denounced the 
California appellate court’s reasoning (relying on Compu-
Serve) “that the doctrine of trespass to chattels no longer
requires proof of actual injury to the chattel.”52 The brief
further declared that “[r]emoving the actual injury
requirement from this ancient doctrine is not a gentle
stretch, as the court suggests, but rather a radical break
with precedent.”53 Although the Professors posit a sound
position, in all fairness to the California courts, the “radi-
cal break” occurred in Thrifty-Tel. Consequently, the Cali-
fornia courts are following precedents, albeit wrongly
decided ones. 

In Hamidi, the neo-trespass doctrine is tested in the
non-commercial e-mail sphere. Again, the ghost of
Thrifty-Tel haunts us. To substantiate the weakening of
the tangibility requirement for trespass, and find that
electronic signals can constitute trespass, the Thrifty-Tel
court relied on several cases standing for the proposition
that dust, microscopic particles, or smoke can amount to
trespass.54 A closer look at the cases cited reveals that the
decision suffers from the fallacy of composition: infer-
ring a conclusion about a whole from incomplete details
of its parts. The cases cited in Thrifty-Tel did find trespass
from dust,55 microscopic particles,56 or smoke.57 Never-
theless, a reading of theses cases reveals that these intru-
sions were not inherently trespass, but the resulting
harm caused to property that arose from them constitut-
ed trespass. The appellate court in the Hamidi case, now
awaiting a final decision by the California supreme
court, held that harm transcends denial of access to
phone lines (Thrifty-Tel) or the burdening of disk space
for customers (CompuServe). Harm can now be found in
“diminished employee productivity, and in devoting
company resources to blocking efforts and to addressing
employees about Hamidi’s e-mails.”58 Essentially, harm
is the “impair[ment of] the value to Intel of its e-mail
system.”59 Now, tangible harm has been removed from
the original trespass to chattels doctrine. Thrifty-Tel and
its progeny leaves us with the proposition: Where any
property of another is intentionally used without per-
mission, causing an interference with the property that
impairs the value or substantially interferes with one’s
use of that property, then a trespass to chattels has
occurred.

The implications of this are potentially far-reaching.
Using Thrifty-Tel and its progeny, citizens could sue
every major television network—under the trespass to
chattels doctrine—that broadcasts reality television

shows. Those shows are electronic signals that, many
would argue, have impaired the value of their television.
Why stop there? If one can retroactively apply what the
courts now call trespass to chattels, suits may be viable
against all the radio stations that played Celine Dion’s
“My Heart Will Go On,” or Whitney Houston’s “I Will
Always Love You.” 

Conclusion
The foregoing parade of horrible comparisons is, of

course, farfetched, but illustrates a point. No one loves
spam, but the desire to liberate our inboxes should not
be an excuse to water down the underpinnings of long-
standing legal doctrines.
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